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ABSTRACT: Cyberbullying on social media poses significant psychological risks, yet most detection systems over-
simplify the task by focusing on binary classification, ignoring nuanced categories like passive-aggressive remarks or
indirect slurs. To address this gap, we propose a hybrid framework combining Term Frequency-Inverse Document
Frequency (TF-IDF), word-to-vector (Word2Vec), and Bidirectional Encoder Representations from Transformers
(BERT) based models for multi-class cyberbullying detection. Our approach integrates TF-IDF for lexical specificity
and Word2Vec for semantic relationships, fused with BERT’s contextual embeddings to capture syntactic and semantic
complexities. We evaluate the framework on a publicly available dataset of 47,000 annotated social media posts
across five cyberbullying categories: age, ethnicity, gender, religion, and indirect aggression. Among BERT variants
tested, BERT Base Un-Cased achieved the highest performance with 93% accuracy (standard deviation +1% across
5-fold cross-validation) and an average AUC of 0.96, outperforming standalone TF-IDF (78%) and Word2Vec (82%)
models. Notably, it achieved near-perfect AUC scores (0.99) for age and ethnicity-based bullying. A comparative
analysis with state-of-the-art benchmarks, including Generative Pre-trained Transformer 2 (GPT-2) and Text-to-Text
Transfer Transformer (T5) models highlights BERT’s superiority in handling ambiguous language. This work advances
cyberbullying detection by demonstrating how hybrid feature extraction and transformer models improve multi-class
classification, offering a scalable solution for moderating nuanced harmful content.

KEYWORDS: Cyberbullying classification; multi-class classification; BERT models; machine learning; TF-IDF;
Word2Vec; social media analysis; transformer models

1 Introduction

The rapid growth of social media has revolutionized human interaction, but it has also created fertile
ground for cyberbullying—a pervasive digital threat characterized by intentional aggression, harassment,
or humiliation throu9gh online platforms [1]. With over 40% of adolescents reporting direct exposure to
cyberbullying [2], its psychological consequences range from anxiety and depression to suicidal ideation [3],
underscoring the urgent need for automated detection systems. Current solutions, however, remain limited
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by their reliance on binary classification frameworks that reduce cyberbullying’s multifaceted nature into a
simplistic bullying-vs-non-bullying dichotomy [4]. This oversight fails to address the reality that harmful
content often manifests as context-dependent microaggressions, such as coded slurs targeting gender or
ethnicity, or indirect tactics like gaslighting and passive-aggressive remarks [5].

While machine learning (ML) and natural language processing (NLP) have advanced cyberbullying
detection, critical gaps persist. First, conventional approaches—such as keyword filtering, sentiment analysis,
or shallow ML models (e.g., SVM, Naive Bayes)—struggle with linguistic ambiguity and fail to capture
semantic relationships critically for identifying subtle abuse [6]. Second, transformer-based models like
BERT, though powerful for contextual understanding, are rarely integrated with traditional feature extraction
methods (e.g., TF-IDE, Word2Vec), limiting their ability to jointly leverage lexical, semantic, and syntactic
signals [7]. Third, most studies focus on binary classification or single-category detection, neglecting the
multi-class nature of real-world cyberbullying [8]. This fragmentation hinders the development of holistic
moderation systems capable of addressing diverse harassment types within a unified framework.

To bridge these gaps, we propose a hybrid deep learning framework that synergizes TF-IDE, Word2Vec,
and BERT embeddings for multi-class cyberbullying detection. While TF-IDF and Word2Vec are well-
established individually, their combined use with transformers introduces three novel advantages: (1) Lexical
specificity from TF-IDF enhances detection of discriminatory keywords (e.g., racial slurs), (2) semantic
granularity from Word2Vec maps relationships between abusive phrases (e.g., “hate” — “despise”), and (3)
contextual depth from BERT deciphers ambiguous constructs like sarcasm or backhanded compliments. This
fusion enables the model to classify five distinct cyberbullying categories—age, ethnicity, gender, religion,
and indirect aggression—with high precision. Our work makes three key contributions:

«  We propose a novel hybrid feature fusion methodology that synergistically integrates TF-IDF (lexical
specificity), Word2Vec (semantic relationships), and BERT (contextual embeddings), achieving a 15%
accuracy improvement over single-feature baselines.

o  Through rigorous benchmarking against traditional ML models and modern transformers (GPT-2, T5)
on a dataset of 47 k annotated social media posts, we demonstrate that BERT Base achieves superior
performance in handling linguistic ambiguity, particularly for indirect aggression and coded slurs

o We establish the first comparative benchmark for BERT variants (Base, Large, DistilBERT) against
generative architectures (T5, GPT-2) under identical experimental conditions, revealing BERT’s com-
putational efficiency and generalizability across diverse cyberbullying categories.

The remainder of this paper is organized as follows. Section 2 reviews the related work in cyber-
bullying classification and outlines the current limitations in the field. Section 3 presents the dataset and
methodology, detailing the data preprocessing, feature extraction techniques, and ML models employed in
this study. Section 4 describes the experimental setup and evaluates the performance of different models,
including a comparison of traditional ML models and transformer-based architectures and a detailed
analysis of the models” performance. Finally, Section 5 concludes the paper by summarizing the findings and
suggesting potential directions for further investigation into cyberbullying classification.

2 Related Work

The problem of cyberbullying classification has attracted considerable research attention due to its
societal impact and the challenges posed by identifying abusive language in online environments [9-12].
Various approaches have been proposed, from traditional ML classifiers to modern DL and transformer-
based architectures.
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2.1 Traditional ML Approaches

Early studies relied on shallow ML classifiers with handcrafted features. For example, Dinakar et al. [13]
explored using rule-based JRip, SVM, J48 and Naive Bayes classifiers to detect cyberbullying from comments
in YouTube videos. Their study classified posts into bullying and non-bullying categories, with features
extracted from text using TF-IDEF, ortony lexicon for negative affect and other sentiment analysis. Addi-
tionally, the authors conducted experiments on a corpus of 4500 YouTube comments, applying a range of
binary and multi-class classifiers, including JRip, SVM, and Naive Bayes. Binary classifiers were shown to
perform better than multi-class classifiers for individual labels such as sexuality, race, and intelligence, with
JRip achieving the highest accuracy (80.20%) for sexuality-based bullying and SVM being the most reliable
in terms of kappa statistics (0.79). Meanwhile, in multiclass JRip achieved an accuracy of 63.

Reynolds et al. [14] extended this work by applying decision trees (DT) and rule-based classifiers to
cyberbullying classification. Their work involved detecting instances of bullying across different forms of
communication, including messages and comments on social media platforms. They employed TF-IDF for
feature extraction and achieved a precision of 70%, bJRiput with notable challenges in distinguishing between
different bullying subtypes, such as gender and racial bullying. Nandhini et al. [15] proposed an intelligent
system for detecting and classifying cyberbullying on social media platforms, mainly targeting types of
bullying such as flaming, harassment, racism, and terrorism. The authors employed a hybrid method using
Fuzzy Logic and Genetic Algorithms to identify cyberbullying terms from social network data. However,
the hybrid model did not regain evaluation and validation. While these works demonstrated feasibility,
their reliance on lexical features (e.g., keywords, n-grams) limited semantic understanding, particularly for
indirect aggression.

2.2 Ensemble Methods

Alqahtani et al. [16] presented an ensemble-based multi-classification approach to detect six distinct
types of cyberbullying on social media. The authors combined TF-IDF (bigram) feature extraction and vari-
ous ML classifiers into stacking and voting ensemble methods, including Decision Trees, Random Forest, and
XGBoost. Their approach aimed to improve the classification accuracy over traditional ML models. The study
achieved significant results, with the stacking classifier reaching 90.71% accuracy and the voting classifier
achieving 90.44%. Ensemble techniques demonstrated superior performance in identifying different types of
cyberbullying compared to individual classifiers. However, these studies focus on binaries classification and
neglect multi-class cyberbullying classification, while our study proposed a reliable framework for analyzing
diverse forms of online abuse.

2.3 Transformer-Based Models

The use of transformer models in cyberbullying classification was advanced by Mishra et al. [17],
who employed BERT to classify abusive language in a multi-class setting. BERT’s bidirectional attention
mechanism allowed the model to capture complex dependencies within the text, significantly improving
the classification of nuanced forms of bullying. Their experiments yielded an accuracy of 87%, showing
that transformer-based models can outperform traditional machine-learning approaches. Despite the high
computational cost, BERT’s performance in handling the subtlety of cyberbullying made it a promising
approach for future studies. Using a feature-engineering-based approach, Talpur et al. [18] addressed the
multi-class imbalance issue in Twitter cyberbullying classification. Unlike previous research that focused on
binary classification (cyberbullying vs. non-cyberbullying), their study aimed to classify the severity levels
of cyberbullying: low, medium, and high. The authors introduced pointwise semantic orientation as a new
input feature alongside gender, age, and personality traits. Additionally, Twitter API features were leveraged
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to enhance classification accuracy. Their model achieved a Kappa score of 84%, an accuracy of 93%, and an F1-
score of 92% in multi-class classification. They found that classifiers significantly improved when accounting
for user-specific features, such as age group and duration of Twitter usage. This approach demonstrates the
potential of incorporating user demographics and tweet activity to enhance the classification of cyberbullying
severity, making it a significant step forward in multi-class classification for online abuse classification. Ejaz
et al. [19] investigated cyberbullying detection using transformer-based models, comparing BERT Base,
DistilBERT, and RoBERTa Base with and without fine-tuning on their dataset. Their findings highlight the
importance of domain-specific fine-tuning, as models trained on their own data consistently outperformed
those relying solely on pre-trained weights. Faraj et al. [20] proposed a fine-tuned BERT model for multi-class
dataset achieving the best-recorded accuracy of 85% with Word2Vec and other three embedding. Kaddoura
et al. [21] proposed an automated system for detecting cyberbullying text, evaluating the efficacy of large
language models, specifically Mistral 7B and Llama3, in comparison to the transformer-based model BERT.
Their findings indicate that the multiclass BERT model outperformed both large language models from the
literature and other benchmark models, achieving an Fl-score of 83.67%. Saranyanath [22] proposed an
ensemble model for binary classification using SVM, TF-IDEF, and DistilBERT.

Despite significant advancements in cyberbullying detection, several critical research gaps remain. One
major limitation is the predominant focus on binary classification, with over 80% of studies addressing
cyberbullying detection as a two-class problem, thereby overlooking the complexity of multi-class classifica-
tion. This simplification fails to capture the diverse forms of cyberbullying, limiting the applicability of these
models in real-world scenarios. Another gap lies in feature extraction methodologies, where existing works
often rely on isolated approaches such as TF-IDF, Word2Vec, or transformer-based embeddings, without
leveraging their complementary strengths. This fragmentation prevents models from fully utilizing both
lexical and contextual features, which are crucial for detecting nuanced cyberbullying patterns. Furthermore,
the integration of transformer-based models with traditional linguistic and semantic features remains
infrequent, reducing their ability to identify coded language, implicit slurs, and context-dependent abusive
content. Lastly, benchmarking inconsistencies persist, as few studies systematically compare transformer
models (e.g., BERT, RoBERTa) against both traditional ML approaches and newer architectures (e.g., T5,
GPT) within a multi-class classification setting. Addressing these gaps is essential for developing more robust
and generalizable cyberbullying detection frameworks.

3 Materials and Methods

Fig. 1 depicts the overall structure of our approach, including dataset collection and preprocess-
ing, hybrid feature extraction, model training with imbalance mitigation, and evaluation. The following
subsections explain these four phases.

3.1 Dataset

The study employs the Cyberbullying Classification Dataset [23], a publicly available corpus comprising
47,000 annotated social media posts categorized into six classes: not cyberbullying, gender, religion, other
cyberbullying, age, and ethnicity. Sourced from diverse platforms, including Twitter and Reddit, the dataset
is stratified into training (70%), validation (15%), and test (15%) sets, ensuring balanced representation
across classes (approximately 7800 samples per class). Fig. 2 illustrates the test set distribution, with 1166-
1247 samples per bullying category and 1188 non-bullying instances. Ethical compliance was ensured
through rigorous anonymization: all user identifiers (e.g., usernames, profile links) were removed, and posts
were curated from public forums under guidelines aligning with Ejaz et al’s [19] framework for ethical
cyberbullying research. The dataset’s inclusion of five distinct bullying categories, alongside non-bullying
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content, addresses a critical gap in prior works limited to binary aggression classification [1,24,25]. For
instance, other cyberbullying captures indirect tactics like gaslighting, while ethnicity includes explicit racial
slurs (see Table 1 for example). This diversity enables robust evaluation of multi-class detection systems.
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Figure 1: Workflow of cyberbullying classification in the proposed study
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Figure 2: Number of test samples per class for ML models
Table 1: Original dataset samples
No. Tweet text Class
1 In other words #katandandre, your food was crapilicious! #mkr ~ Not_cyberbullying

(Continued)
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Table 1 (continued)

No. Tweet text Class

2 Rape is rape. And the fact that I read one post about a guy Gender
getting raped and the comments are calling him gay, and he
should be happy...? stfu and I really hope no one takes this as a
joke tf you own no one’s body. You have no rights to do whatever
you want to someone else.
3 This was not a conversion matter you idiot what do you think Religion
will happen if someone calls himself muslim and does this ghazi
khalid did right and if he had not done it the court would have
cause in our constitution it is prohibites

4 Cannot headdesk hard enough. Other_cyberbullying
5 Hi Luca. Bullies are losers. You are much better than them. Age
School is over before you know it and life will be great. All the
best.
Lol. Niggers. Dumb as fuck Ethnicity

3.2 Preprocessing

The preprocessing pipeline comprised text normalization and linguistic standardization to mitigate
noise and enhance feature coherence. Leveraging the Tweet Preprocessor library [26], we systematically
removed non-lexical elements—including URLs, hashtags, emojis, and numerical values—to isolate seman-
tically meaningful text. Emojis were converted to textual descriptors (e.g., “0” — “[tears_of_joy]”) to retain
emotional context without introducing Unicode noise. Subsequent lemmatization was performed using
SpaCy’s en_core_web_lg model to reduce inflectional variants to their base forms (e.g., “bullies” — “bully”,
“harassing” — “harass”). Unlike stemming, lemmatization preserves semantic integrity—critical for detecting
nuanced bullying tactics such as passive-aggressive phrasing (e.g., “haters” vs. “hater”)—while reducing
dimensionality. Stopwords were filtered using NLTK’s English corpus, excluding negation terms (e.g., “not’,
“never”) to retain contextual polarity. To address code-mixed and slang-heavy text, a custom lexicon mapped
colloquial terms to standardized equivalents (e.g., “u” — “you”, “doxxed” — “exposed”). Ambiguous slang
(e.g., “karen” as a derogatory term) was resolved through manual annotation by three domain experts,
achieving a Fleiss’ x inter-rater agreement of 0.82. As shown in Fig. 3, a word cloud generated from the
preprocessed dataset highlights the most frequently occurring terms, reflecting the dominant themes of
bullying and hate speech within the dataset.

The training set exhibited mild class imbalance, with minority categories. To address this, Adaptive
Synthetic Sampling (ADASYN) [27] was employed instead of random under-sampling or uniform over-
sampling techniques [28]. ADASYN adaptively generates synthetic minority-class instances specifically near
classification boundaries, targeting regions where misclassification is most likely and thus reducing noise
compared to random oversampling methods. Under-sampling approaches [29], such as NearMiss, were
avoided because they discard linguistically diverse majority-class samples critical for distinguishing nuanced
forms of abuse, like sarcasm in benign posts.

To maintain synthetic data quality, synthetic samples generated by ADASYN were strictly confined to
training folds during the stratified 5-fold cross-validation, ensuring no leakage into the validation (15%)
or test (15%) datasets. The stability and robustness of performance were further verified through the
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stratified 5-fold cross-validation, yielding a stable Fl-score with minimal variation (£2%), thereby ruling
out potential overfitting or degradation due to synthetic artifacts. Empirical studies in recent literature
support these methodological decisions. Yang et al. [30] investigated the effects of random oversampling and
under-sampling on classifier performance, finding that oversampling typically results in superior classifier
accuracy and stability, particularly in moderately imbalanced scenarios. Thus, our selection and careful
implementation of ADASYN were guided by these findings to ensure high-quality synthetic data generation
and robust classification performance.
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3.3 Feature Extraction

This study employs two distinct approaches for feature extraction: vectorization and embedding. The
vectorization approach used is TF-IDF, while the embedding approach is based on Word2Vec. Additionally,
a hybrid approach that combines both TF-IDF and Word2Vec is explored to leverage the strengths of
both techniques.

3.3.1 TF-IDF Feature Extraction

In cyberbullying classification, it is essential to quantify how vital specific terms related to abusive
language are within individual documents (tweets) compared to their overall occurrence in the entire dataset.
The TF-IDF technique helps to achieve this by assigning higher weights to terms that are frequent in
specific categories of cyberbullying (e.g., gender-based slurs) but rare across the entire corpus [31]. The Term
Frequency (TF) measures the occurrence of the word t in each document d (representing a tweet) and is
calculated as:

Tpuﬁ):iéﬁ; (1)

where f; ; is the frequency of the term ¢ in document d, and Y,/ fy 4 is the total number of terms in
document d. The Inverse Document Frequency (IDF) measures the importance of the word in the entire
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dataset by giving less importance to words that appear frequently across many documents (e.g., common
words like “the”) and more importance to specific cyberbullying-related terms (e.g., slurs or abusive phrases).
It is computed as:

N
IDF(t) = log (—) (2)
ny

where N is the total number of documents (tweets) in the dataset and n; is the number of documents
containing the term ¢. Finally, the TF-IDF score, which is the product of TF and IDF, represents the relevance
of a term in the context of cyberbullying classification:

TF - IDF(t,d) = TF(t,d) x IDF(¢) (3)

This method is particularly effective in identitying critical abusive words that are used in specific
types of cyberbullying, such as racial slurs in race-based cyberbullying, which can then be utilized for
multi-class classification.

3.3.2 Word2Vec

While TFE-IDF captures term importance, it does not account for the semantic relationships between
words. Word2Vec, on the other hand, transforms words into continuous vector representations in a multi-
dimensional space, capturing the context and meaning of words used in abusive language. For multi-class
cyberbullying classification, Word2Vec can identify relationships between similar abusive terms (e.g.,
synonyms for “stupid” or “idiot”) and group them based on their context.

Word2Vec uses two key architectures: Continuous Bag of Words (CBOW) and Skip-Gram. In this study,
we employ CBOW (Fig. 4), which predicts a target word based on its surrounding context, making it more
effective in identifying abusive language patterns in short texts like tweets [32]. Mathematically, given a
context window of size C, the model predicts the probability of a target word w; (e.g., “idiot”) based on the
context words {w;_c,...,wi.c} (e.g., “you are an idiot”):

exp (vgth)
2w exp (viih)

where v, is the vector representation of the target word w;, and h is the average vector of the context

(4)

P(Wt | Wt—C:---aWH—C) =

words. The context relationships between words in abusive language are learned by the model, enabling it to
understand phrases related to different types of cyberbullying. For example, it can group similar insults used
in gender-based or religion-based cyberbullying, facilitating more accurate classification. For our hybrid
approach the TF-IDF and Word2Vec features are concatenates where TF-IDF vectors (R>°°’) and Word2Vec
embeddings (R*°’) are min-max normalized and fused, yielding a unified feature vector (R**%).



Comput Model Eng Sci. 2025;143(2) 2117

Input Intermediate
Layer Vector Output

) Projection /

9
Z
g

O O O]
XeXe)

/'_' ¥z

O 8 ¥a
W, o Wo E '

Matrix - O Matrix : /—’ : [

o O @|v
19| /v~ = : 5

M| - H ;

10 (N x1) 3 3 Yo
X U Y

(Vx1) (Vx1) (Vx1)

Figure 4: Continuous Bag-of-Words (CBOW) model [29]

3.4 Proposed Transformer-Based Models

In recent years, pre-trained models have been considered language models to optimize downstream
tasks. The actual purpose of using these models is that the meaning of words and the structure of sentences
are accurately represented in vector space. BERT considered the bidirectional transformer for training
purposes [33]. The model size depends on the parameters of self-attention heads, the number of transformer
layers, and hidden space vectors. The BERT Base model version has 768 hidden states, 12 transformer layers,
and the same number of self-attention heads. The BERT Large model is based on the 1024 hidden states, 24
transformer layers, and 16 self-attention heads; for a comparison of the BERT Base, BERT Large, T5, and
GPT-2 (see Table 2). T5 Base is a sequence-to-sequence (encoder-decoder) transformer model designed for
text-to-text tasks, leveraging a 12-layer encoder-decoder architecture with 220 million parameters. It uses
multi-head self-attention and feed-forward layers in both encoder and decoder stacks, making it well-suited
for text transformation tasks [34] but computationally heavier due to dual-stack processing. GPT-2 Base,
on the other hand, is an autoregressive transformer with 12 decoder-only layers and 124 million parameters,
utilizing causal self-attention to generate text sequentially [35].

Table 2: Comparison of BERT Base and BERT large

Parameters BERT BERT DistilBERT RoBERTa T5 GPT-2
base large base base base base
Number of transformer layers 12 24 6 12 12 12
Number of self-attention heads 12 16 12 12 12 12
Number of hidden states 768 1024 768 768 768 768
Number of parameters (M) 110 340 66 125 220 340

Due to the 110 and 340 million parameters, training these pre-trained models requires a massive
computation. To overcome this issue, large-scale unlabeled text from Wikipedia was considered to pre-train
the models in a supervised manner for next-sentence prediction (NSP) and masked language modeling
(MLM) tasks. BERT processes text with tokenization, i.e., [CLS] and [SEP] tokens for start and end
classification. The WordPiece [36] Embedding is used in the BERT to handle rare words. The self-attention
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method weighs the word’s importance and efficiently generates word embedding. The MLM and NSP tasks
were used for effective language representation learning pretraining. The final [CLS] token is used for text
classification with classifier-predicting labels. The text understanding and classification performance increase
due to transfer learning, bidirectional context, and attention mechanisms [37].

Achieving optimal performance for cyberbullying classification from text requires careful tuning of
hyperparameters, particularly for complex models like BERT. In this study, we adopted an empirical approach
to determine the best hyperparameter configurations for the BERT model, to enhance its accuracy in
identifying various forms of cyberbullying. Several critical hyperparameters were carefully selected and
adjusted, including batch size, learning rate, number of epochs, and the choice of loss function and optimizer.
These hyperparameters are vital in controlling the model’s learning process and convergence rate, directly
impacting its ability to generalize well across the data. To optimize the model’s parameters, we used the
AdamW optimizer [38], an improved variant of the standard Adam optimizer. AdamW introduces weight
decay regularization, helping to prevent overfitting. The weight update rule for the AdamW optimizer is
defined as:

0= 01— —=—+ -0, ©)
VVi+e

where 0, are the parameters (weights) of the model at the time step ¢ # is the learning rate, m; is the
exponential moving average of the gradient, v, is the exponential moving average of the squared gradient,
¢ is a small constant to prevent division by zero, A is the weight decay coefficient. The AdamW optimizer
was selected for its ability to handle sparse gradients, which are common in text-based tasks. The learning
rate was also fine-tuned to ensure the model converges effectively without overfitting or underfitting.
We experimented with different batch sizes (16 to 32) to balance training speed and memory usage. The
number of epochs was set to 5, allowing the model to learn sufficient iterations without overfitting. The
categorical cross-entropy loss function (Categorical Loss) was employed, which is well-suited for multi-class
classification tasks such as identifying different categories of cyberbullying (e.g., gender-based, race-based,
and religion-based bullying).

Furthermore, we optimized the learning rate to 2e—5, a value commonly effective in fine-tuning
transformer models like BERT. The maximum sequence length was set to 128 tokens to accommodate most
tweets while avoiding the truncation of important information. These hyperparameter configurations aim
to strike a balance between performance and computational efficiency, ensuring the model’s robustness
in detecting and classifying multiple types of cyberbullying from textual data. Table 3 summarizes the
hyperparameter configurations for BERT-based Models.

Table 3: Hyperparameters configurations for BERT models

BERT hyperparameters Specific configurations

Optimizer AdamW
Batch size 16-32
Epochs 5
Loss function Categorical loss
Learning rate 2e-5

Max length 128




Comput Model Eng Sci. 2025;143(2) 2119

3.5 Evaluation Metrics

Evaluation metrics are critical for validating any machine’s performance and DL model. This study
considers the essential metrics to validate the generalizability of the models. The overall accuracy of the
model asses using the ratio of the correctly classified number of samples and total test samples. However, the
accuracy evaluation is not sufficient in the case of the imbalanced dataset, but in this study, the dataset is in
a balanced format.

Accuracy = (TP+ TN)/(TP+FP+ FN + TN) (6)

Precision is the model’s ability to accurately identify correct samples from a set of correct/actual samples.
The precision is calculated using the division of accurate positive samples and the sum of true and false
positives.

(TP)

Precision = ————
(TP +FP)

(7)

Recall denotes the model’s performance for separating positive samples from the actual positive samples
set. The recall is also known as sensitivity or actual positive rate (TPR). It is computed using the ratio of true
positive and the sum of false and true positive samples.

(TP)

Recall = ————
(TP + EN)

(8)

Fl-score is a comprehensive measure based on the harmonic meaning of precision and recall. The F1-
score falls in the range of 0-1, and 1 represents that model performance is adequate.
2 x Precision x Recall

F1- Measure = 9
(Precision + Recall) )

In a multi-classification task, accuracy is determined by the ratio of correct prediction to total
prediction. At the same time, precision, recall, and F1 are generally reported as weighted averages.

4 Experimental Results and Discussion

The experiment results are based on different feature extraction techniques, ML, and transformer-based
models presented in this section.

4.1 Feature Analysis

In this study, we employ a hybrid feature extraction approach that integrates Term Frequency-Inverse
Document Frequency (TF-IDF) and Word2Vec embeddings to enhance the representation of textual data for
cyberbullying classification. The TF-IDF technique captures the importance of individual words within the
corpus by assigning weight based on their frequency in a document relative to their occurrence across the
dataset. This method allows for direct interpretability of influential features that contribute to classification
decisions. Conversely, Word2Vec generates dense, continuous vector representations by mapping words
into a multi-dimensional space, capturing contextual relationships and semantic similarities. The hybrid
approach leverages the strengths of both methodologies: TE-IDF for its interpretability and Word2Vec for
its ability to encode contextual meanings. Fig. 5 presents the top 50 most influential features, impacting on
the model’s performance. The TF-IDF features exhibit the most significant coefficients, revealing key terms
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that heavily influence the classification outcome (Fig. 5a). Meanwhile, Word2Vec embeddings, being high-
dimensional, require advanced interpretation techniques such as SHAP (SHapley Additive Explanations) to
analyze the impact of specific embedding dimensions on the model’s predictions. Among the influential TF-
IDF features, we observe terms that could indicate potential dataset biases, which are crucial considerations
in automated detection models. However, to mitigate the impact of class imbalance and reduce bias-related
distortions, we employed DASYN. This technique enhances the dataset by generating synthetic samples for
underrepresented classes, thereby improving model fairness and generalization.
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Figure 5: Feature importance analysis for cyberbullying classification (a) Top 50 TE-IDF features and (b) SHAP-based
top 50 feature importance for hybrid approach (TF-IDF + Word2Vec Embeddings)

4.2 Experimental Results

The experimental results in Table 4 provide a comprehensive comparison of machine learning (ML) and
deep learning (DL) models across four feature extraction strategies: TF-IDF (full feature set), TF-IDF (1000
features), Word2Vec, and the hybrid TF-IDF + Word2Vec approach. Under the full TF-IDF configuration,
Logistic Regression (LR) and Support Vector Classifier (SVC) achieved the highest accuracy (0.82) and
weighted Fl-score (0.82), demonstrating robust performance in multi-class classification. Random Forest
(RF) and Gradient Boosting (GB) followed closely, with accuracies of 0.80 and 0.81, respectively, while
ensemble methods like Bagging (0.80 accuracy) outperformed weaker baselines such as Decision Trees (DT:
0.77) and AdaBoost (0.78). Reducing TE-IDF features to 1000 minimally impacted top performers: LR and
SVC retained their accuracy (0.81) and Fl-score (0.82), while GB exhibited enhanced precision (0.83) and
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Fl-score (0.82), underscoring its adaptability to dimensionality reduction. In contrast, models like RE, DT,
and MLP showed moderate declines (accuracy: 0.77-0.80), reflecting sensitivity to sparser feature spaces.
Word2Vec embeddings revealed stark contrasts in model compatibility. Here, Multilayer Perceptron (MLP)
emerged as the sole strong performer (accuracy: 0.66; Fl-score: 0.66), leveraging semantic relationships
to surpass traditional models like GB (0.59) and SVC (0.59). DT (0.41) and AdaBoost (0.49) struggled
significantly, highlighting their limitations in processing embedding-based features. Fig. 6 provides a high-
level overview of the performance of various ML models in detecting different types of cyberbullying using
the TF-IDF approach. Each confusion matrix represents how well a model classifies specific categories of
cyberbullying, such as age-based, ethnicity-based, gender-based, noncyberbullying, other-cyberbullying,
and religion-based bullying. Across the models, Logistic Regression and SVC show strong overall per-
formance with high accuracy in predicting ethnicity-based and religionbased bullying. The matrices also
reveal areas where some models struggle, such as distinguishing between non-cyberbullying and other-
cyberbullying categories. Confusion matrices (Fig. 7) further illustrated MLP’s balanced performance across
bullying categories (e.g., age, ethnicity), while DT and AdaBoost faltered on context-dependent classes like
gender and religion.

Table 4: Comparative performance of ML models across feature extraction methods (TF-IDF, Word2Vec, hybrid) for
multi-class cyberbullying classification

ML models performance using TF-IDF (Full features)

ML models Accuracy Weighted Weighted recall Weighted F1
precision
Logistic regression (LR) 0.82 0.82 0.82 0.82
Random forest (RF) 0.80 0.81 0.80 0.80
GB 0.81 0.83 0.81 0.82
Decision tree 0.78 0.77 0.78 0.77
MLP classifier 0.78 0.78 0.78 0.78
AdaBoost 0.77 0.83 0.77 0.76
Bagging 0.80 0.81 0.80 0.80
SVC 0.82 0.83 0.82 0.83
ML models performance using TF-IDF (Maximum feature = 1000)
LR 0.81 0.82 0.81 0.81
RF 0.80 0.81 0.80 0.80
GB 0.81 0.83 0.81 0.82
DT 0.77 0.77 0.77 0.77
MLP classifier 0.79 0.80 0.79 0.79
AdaBoost 0.78 0.82 0.78 0.77
Bagging 0.79 0.80 0.79 0.80
SvVC 0.81 0.82 0.81 0.82
ML models performance using Word2Vec
ML models Accuracy Weighted Weighted recall Weighted F1
precision
LR 0.58 0.56 0.58 0.56
RF 0.58 0.58 0.58 0.58

(Continued)
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Table 4 (continued)
GB 0.59 0.58 0.59 0.58
KNN 0.53 0.51 0.52 0.50
DT 0.41 0.41 0.41 0.41
MLP classifier 0.66 0.66 0.66 0.66
AdaBoost 0.49 0.47 0.49 0.48
Bagging 0.51 0.50 0.51 0.50
SVC 0.59 0.58 0.59 0.58
ML models performance using TF-IDF + Word2Vec
ML models Accuracy Weighted Weighted recall Weighted F1
precision
LR 0.84 0.84 0.84 0.84
RF 0.79 0.80 0.79 0.79
GB 0.84 0.85 0.84 0.84
KNN 0.68 0.67 0.68 0.67
DT 0.77 0.77 0.77 0.77
MLP classifier 0.81 0.81 0.81 0.81
AdaBoost 0.78 0.81 0.78 0.78
Bagging 0.80 0.81 0.80 0.81
SvVC 0.85 0.85 0.85 0.85
(a)  Logistic Regression (b) Random Forest (e}  GradlentBoosting (d) Bagging
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Figure 6: Confusion matrix of ML models using TF-IDF for cyberbullying classification
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Figure 7: Confusion matrix of different ML models using Word2Vec for cyberbullying classification

The hybrid approach (TF-IDF + Word2Vec) yielded the most compelling results, with SVC achieving
peak accuracy (0.85) and Fl-score (0.85), followed by GB and LR (0.84 accuracy). This synergy of lexical
specificity (TF-IDF) and semantic granularity (Word2Vec) improved accuracy by 3%-19% over standalone
methods, validating the framework’s efficacy. While KNN lagged (0.68 accuracy), MLP (0.81) and Bagging
(0.80) demonstrated substantial gains from feature fusion, emphasizing the versatility of hybrid integra-
tion. Collectively, these findings underscore the superiority of combining syntactic and semantic signals,
particularly for models like SVC and LR, which consistently excel across diverse feature spaces.

The confusion matrices in Fig. 7 visually represent how each model performs across specific cyberbul-
lying categories using Word2Vec embedding. For instance, MLP (Fig. 7¢) and GB (Fig. 7¢) show balanced
performance across most categories, particularly in identifying age-based and ethnicity-based bullying. At
the same time, DT (Fig. 7¢) and AdaBoost (Fig. 7f) display more significant misclassification, especially
in categories like gender-based and religion-based bullying. These results underline the effectiveness of
embedding approaches like Word2Vec for models such as MLP, while traditional ensemble methods may
struggle in this context.

Fig. 8 provides confusion matrices for various ML models using the TF-IDF + Word2Vec approach.
For instance, models like SVC and LR consistently deliver strong classification performance, particularly
in categories with more explicit boundaries, such as ethnicity-based and religion-based bullying. Their
ability to effectively combine syntactic (word frequency) and semantic (contextual word meaning) features,
derived from the hybrid TF-IDF + Word2Vec approach, results in fewer misclassifications than other
models. Ensemble methods like GB and Bagging also maintain a balanced performance across most
categories, benefiting from integrating the hybrid feature set, which allows them to handle complex linguistic
patterns. On the other hand, DT and AdaBoost exhibit more frequent misclassifications, particularly in
non-cyberbullying and other-cyberbullying categories. This could indicate a limitation in how these models
handle overlapping or less distinct cyberbullying categories, where linguistic subtleties play a more significant
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role. The broader implication of this analysis is that integrating both TF-IDF and Word2Vec enhances the
ability of models to capture not just the frequency of terms but also the nuanced meanings of words in
context, critical for detecting varied forms of cyberbullying. For instance, SVC’s superior performance in
detecting other cyberbullying content highlights its robustness in parsing subtler linguistic differences that
simpler models may not as effectively capture.
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Figure 8: Confusion Matrix of ML Models using TF-IDF + Word2Vec for cyberbullying classification

4.3 Performance Evaluation of Transformer-Based Model Variations for Cyberbullying Classification

We conducted extensive experiments using various BERT model variations to identify different types
of cyberbullying from text data. The BERT versions considered in this study include BERT Base Un-Cased,
BERT Large Un-Cased, DistilBERT Base Un-Cased, and RoBERTa Base, all using the uncased option [39,40].
The uncased versions treat words like ‘Idiot’ and ‘idoit’ as the same token, unlike the cased versions,
which treat them as separate tokens. For this study, we selected the uncased models to focus on semantic
meaning over case sensitivity (see Table 5). The BERT Base Un-Cased model performed best, with a training
accuracy of 0.97 and a validation accuracy of 0.88. Its consistent performance across training, validation,
and test data, with weighted precision, recall, and Fl-scores at 0.88, indicates strong reliability in multi-class
cyberbullying classification. Conversely, the BERT Large Un-Cased model showed the weakest performance,
with a train and validation accuracy of 0.34 and a much lower weighted Fl-score of 0.21, likely due to
overfitting or challenges in generalizing the given dataset. The DistilBERT Base Un-Cased model delivered a
solid performance, with a training accuracy of 0.93 and validation accuracy of 0.85, offering a good balance
between computational efficiency and accuracy. RoOBERTa Base performed similarly to DistilBERT, with a
training and validation accuracy of 0.93 and 0.85, respectively, showcasing strong generalization capabilities.
To further explore transformer-based architectures, we benchmark with the performance of T5 (Text-To-
Text Transfer Transformer) and GPT-2 (Generative Pre-trained Transformer 2) under identical experimental
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conditions. T5-Base achieved a training accuracy of 0.95, slightly lower than BERT Base, reflecting its text-
generation objective’s reduced specificity for direct classification. Validation and test accuracy were 0.87 and
0.86, respectively, with weighted precision, recall, and Fl-scores at 0.86, 0.85, and 0.85. GPT-2, a decoder-only
autoregressive model pretrained on next-token prediction, underperformed BERT and T5 in cyberbullying
classification. While GPT-2 excels in text generation, its unidirectional architecture limits bidirectional
context understanding, critical for detecting nuanced cyberbullying (e.g., sarcasm, implicit threats). When
fine-tuned on the same dataset with ADASYN oversampling, GPT-2 achieved lower accuracy, and Fl-scores
compared to BERT/T5 (Table 5). This aligns with prior work showing decoder-only models struggle with
classification tasks due to their lack of task-specific pretraining objectives (e.g., masked language modeling in
BERT, text-to-text in T5). To address data imbalance issues, we applied the ADASYN oversampling technique
after preprocessing, ensuring that the model could handle underrepresented classes effectively. The ROC-
AUC curves (Fig. 9) demonstrate that the BERT Base Un-Cased model consistently performs well across all
cyberbullying categories.

Table 5: Comparison of transformer-based model variations performance on test data for cyberbullying classification

Model Train Val Test Weighted Weighted Weighted
accuracy accuracy accuracy precision recall F1

BERT base Un-Cased 0.97 0.88 0.88 0.88 0.88 0.88
BERT large Un-Cased 0.34 0.34 0.33 0.18 0.33 0.21
Distilbert base Un-Cased  0.93 0.85 0.86 0.86 0.86 0.86
RoBERTa base 0.93 0.85 0.85 0.85 0.85 0.85
T5 base 0.95 0.87 0.87 0.86 0.85 0.85
GPT-2 base 0.90 0.83 0.83 0.81 0.80 0.80

Fig. 9 showcases the ROC curves for various BERT model variations evaluating their performance
across five cyberbullying classes. These ROC curves plot the True Positive Rate (TPR) against the False
Positive Rate (FPR) for each class, offering an in-depth comparison of how effectively each model distin-
guishes between different cyberbullying types. BERT Base Un-Cased (Fig. 9a) demonstrates exceptional
classification performance across all classes. The ROC curve for class 0 (age-based bullying) and class 1
(ethnicity-based bullying) achieves an almost perfect AUC of 0.99, while other classes, such as class 2
(gender-based bullying) and class 4 (religion-based bullying), also perform well with AUC values of 0.92
and 0.90, respectively. This indicates strong and consistent classification capabilities across most categories.
In contrast, BERT Large Un-Cased (Fig. 9b) struggles significantly, with AUC values around 0.50 for most
classes, reflecting its poor generalization ability. Only class 0 achieves a competitive AUC of 0.98, while other
classes demonstrate near-random performance, indicating that the model is not well-suited for this specific
task and dataset, possibly due to overfitting or difficulty in handling the dataset complexity. DistilBERT
Base Un-Cased (9¢) balances performance and computational efficiency, showing strong AUC values for
class 0 and class 1 (both 0.99), like BERT Base. However, it lags slightly for class 3 (other-cyberbullying),
with an AUC of 0.76, and class 4 (religion-based bullying), with an AUC of 0.86. Nevertheless, it remains
an efficient alternative with minimal performance trade-offs compared to BERT Base. RoBERTa Base (9d)
closely mirrors DistilBERT’s performance, with high AUC values for class 0 (0.99), class 1 (0.99), and class
2 (0.93). While class 3 and class 4 show slightly lower AUC values (0.76 and 0.85, respectively), RoBERTa
maintains robust overall performance, making it a competitive option for this task. The BERT Base Un-Cased
(5 Classes) (Fig. 9¢) version, evaluated in five classes instead of six, also performs exceptionally well across
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all categories. Its AUC values for class 0 (0.99), class 1 (0.99), and class 4 (0.97) highlight its robustness,
particularly when dealing with fewer classes. This suggests that reducing the number of classes slightly
improves performance without sacrificing accuracy. In summary, BERT Base Un-Cased and DistilBERT
stand out as the most reliable models for multi-class cyberbullying classification, with RoBERTa providing a
close alternative. Meanwhile, BERT Large Un-Cased underperforms, indicating that a larger model size does
not necessarily translate to better performance in this specific context. The consistently high AUC scores
across most models suggest combining syntactic and semantic feature extraction (TF-IDF + Word2Vec)
could further enhance classification performance.
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Figure 9: ROC curves for various BERT model variations—BERT Base Un-Cased, BERT Large Un-Cased, DistilBERT
Base Un-Cased, RoBERTa Base, and BERT Base Un-Cased (5 Classes)—evaluating their performance across multiple
cyberbullying classes

From a review of the literature [16], it is evident that many studies overlook the other cyberbullying
classes or limit their datasets to only five classes. To address this gap, we conducted additional experiments
using a five-class configuration and evaluated the performance of the BERT Base Un-Cased model. The
model achieved a training accuracy of 99 + 1%, with both validation and test accuracy reaching 93 + 1%. These
results suggest a high level of model generalization and robustness. The ROC-AUC curves for the five-class
configuration are presented in Fig. 9¢, while the corresponding Confusion Matrix is displayed in Fig. 9b,
further demonstrating the model’s ability to classify the reduced set of classes accurately. The best model in
this study is the BERT Base Uncased model, with an accuracy of 88% (Table 6).
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Table 6: BERT base Un-cased model per-class performance for 6 classes dataset

No. Precision Recall F1
0 0.99 0.98 0.98
1 0.99 0.98 0.98
2 0.91 0.85 0.88
3 0.71 0.65 0.68
4 0.75 0.86 0.80
5 0.95 0.96 0.96
Average 0.88 0.88 0.88

Overall accuracy (88%)

Fig. 10 provides the confusion matrices for two variations of the BERT Base Un-Cased model (trained in
6 classes and trained in 5 classes). Fig. 10a, representing the 6-class version, demonstrates strong performance
across most classes. For instance, class 0 (age-based bullying) and class 1 (ethnicity-based bullying) show
excellent classification accuracy with 98% true positives and minimal misclassifications. However, the model
shows a noticeable decline in performance for class 3 (other-cyberbullying), where the true positive rate
drops to 65%, with significant confusion between class 3 and class 4 (religion-based bullying), indicating
overlap between these two categories. Fig. 10b, trained in 5 classes, exhibits similar performance for classes
0 and 1, achieving nearly 99% accuracy. The removal of class 5 in this variation appears to slightly improve
classification performance for class 3, with the true positive rate increasing to 86%. This suggests that
reducing the number of classes mitigates confusion between similar categories, especially between class 3 and
class 4. To conclude, reducing the number of classes from 6 to 5 leads to better performance for the model,
particularly in distinguishing between the more challenging categories like other cyberbullying and religion-
based bullying. However, both models maintain consistently high performance in detecting well-defined
categories like age-based and ethnicity-based bullying.
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Figure 10: (a) Confusion Matrix BERT Base Un-cased (6 classes) and (b) Confusion Matrix BERT Base Un-cased
(5-Classes)
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4.4 Comparison of Models Complexity and Inference Time

The computational efficiency of transformer-based models is a critical factor in real-world applica-
tions, particularly in resource-constrained environments. A comparative analysis of six prominent models
(Fig. 11) highlights the trade-offs between model complexity and inference time, emphasizing the practical
implications of their architectural differences. Encoder-based models demonstrate a more favorable balance
between efficiency and performance. BERT Base, with 110 million parameters, completes inference in 85 s,
making it an optimal choice for classification tasks requiring both accuracy and computational feasibility.
In contrast, BERT Large, with 340 million parameters, demands 134 s, reflecting its increased depth and
computational burden, which limits its practicality on standard hardware. DistilBERT, a distilled variant
with only 66 million parameters, achieves the fastest inference time of 57 s while retaining competitive
accuracy, making it highly efficient. Similarly, RoOBERTa Base, despite its slightly larger parameter count
of 125 million, matches BERT Base’s 85-s inference time due to its optimized pretraining and dynamic
tokenization strategies. In contrast, generative models exhibit significantly higher computational costs due to
their sequential processing requirements. T5 Base, an encoder-decoder model with 220 million parameters,
requires 188 s for inference Table 7, illustrating the inefficiency of its autoregressive decoding mechanism for
classification tasks. GPT-2 Base, which relies solely on autoregressive generation, has the highest inference
time at 376 s, underscoring its substantial computational demands. Finally, larger models like BERT Large
and generative architectures are slower and resource-intensive, making them impractical for real-time use.
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Figure 11: Comparison of model’s complexity and inference time
Table 7: Comparison of model complexity and inference time
Model Total inference time Number of parameters (M)
BERT base Un-Cased ~85s ~110 M
BERT large Un-Cased ~134's ~340 M
Distilbert base Un-Cased ~57's ~66 M

(Continued)
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Table 7 (continued)

Model Total inference time Number of parameters (M)
RoBERTa base ~85s ~125 M
T5 base ~188 s ~220 M
GPT-2 base ~376 s (6.3 min) ~124 M

5 Conclusion

This study investigated the performance of various machine learning and transformer-based models,
particularly BERT variants, for multi-class cyberbullying classification using Twitter (X) data. Address-
ing a key gap in the literature, we focused on the often-overlooked cyberbullying subtypes, which are
frequently underrepresented in existing datasets and analyses. By integrating TF-IDF and Word2Vec for
feature extraction, we effectively captured both syntactic and semantic information, enhancing the models’
ability to distinguish between nuanced forms of cyberbullying. Our benchmarking revealed that BERT
Base Un-Cased consistently outperformed other models in terms of classification accuracy and overall
robustness, underscoring its reliability in identifying diverse cyberbullying categories. DistilBERT and
RoBERTa delivered competitive performance with marginally lower accuracy, while BERT Large Uncased
underperformed due to optimization complexity. Although generative models such as GPT-2 and T5 excel
in text generation, their effectiveness in classification tasks was comparatively limited. Beyond accuracy, we
examined model scalability and inference efficiency. Our findings indicate that while larger models offer
greater representational capacity, they incur significant computational costs and longer processing times,
factors that may limit their practical deployment. Moreover, this study was constrained to text-based features,
excluding potentially valuable multimodal signals such as images or network-based behavior patterns. Future
work should prioritize the integration of multimodal data and adaptive learning strategies to improve
generalizability in real-world scenarios. Additionally, tackling class imbalance through dynamic sampling
methods and refining fine-tuning protocols will be critical for advancing the performance and applicability
of cyberbullying detection systems in increasingly complex online environments.
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